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Abstract 

Audio steganography is the method of hiding the data in the 
audio file without showing an existence of the message. 
Cryptography is the method of sending a message in a 
disguised form so that no one can read that message. In the 
proposed method data is first encrypted using the DES 
algorithm and them embedded in audio file using LSB 
method by embedding data at 14th, 15th and 16th bit of audio 
file. This method is made more secure by applying a key on 
the embedded file. Steganography and cryptography are 
combined to make this system more robust and secure. 
PSNR value is calculated which shows that this system is 
more robust than existing method and transparency are also 
maximized. 

Keywords: Audio Steganography, Cryptography, 
Least Significant Bit (LSB) Algorithm, Data 
Encryption Standard (DES) Algorithm 

 
1. Introduction 

 
Data transmission is one of the most important 
applications of the internet and it is important that 
transmission must be made secure. Information 
hiding is part of making the data transfer more secure 
and for this purpose cryptography and steganography 
are two well known techniques that manipulate 
information in order to cipher or hide their existence.  
Cryptography is the study of methods of sending 
messages in disguised form so that only the intended 
recipients can remove the disguise and read the 
message. It is the practical art of converting messages 
or data into a different form, such that no-one can 
read them without having access to the 'key'[2].  
Steganography is an art and science of hiding a secret 
message in such a way that no one other than the 
intended recipient knows about the existence of the 
message. The information-hiding process in a 

steganographic system starts by identifying a cover 
medium’s redundant bits so that these bits can be 
replaced and secret message can be embedded at 
those bits. Steganography can be applied in various 
objects as images, videos, audios etc. Steganographic 
algorithms can be characterized by a number of 
defining properties. [1] Three most important 
characteristics are Transparency, Capacity and 
Robustness.  
 
Cryptography protects information by transforming it 
into unreadable format. It involves the encryption of 
message and makes no attempt to hide the encrypted 
message.  Only those who possess a secret key can 
decipher the cipher text into plain text.  Cryptography 
systems can be broadly classified into symmetric-key 
systems that use a single key that both the sender and 
the receiver have, and public-key systems that use 
two keys, a public key known to everyone and a 
private key that only the recipient of messages uses 
[2].   
 
Steganography and cryptography both are having 
same goal yet they are different, cryptography 
involves making the content of the secret message 
unreadable while not preventing non-intended 
observers from learning about its existence. The 
success of steganography technique depends entirely 
on the ability to hide the message such that an 
observer would not suspect its existence, unless one 
knows what to look for. Both methods provide 
security but both are having some shortcomings as 
cryptography has a limitation as data is in unreadable 
from but its presence is known so it can be decrypted 
by anyone and steganography fails when an 
unintended recipient can detects the presence of the 
secret information. So, to have a more secure and 
robust method of information security a research is 
made to combine both methods. In this research 
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audio is taken as cover medium, LSB modification 
technique is used for steganography and data 
encryption standard algorithm is used for 
cryptography.  
 

2. Audio Steganography 
 

Audio steganography is the technique of hiding 
information inside an audio signal. The modification 
done in audio must be made imperceptible to the 
human ear. Audio steganography takes advantage of 
the Human Auditory System (HAS) which cannot 
hear the slight variation of audio frequencies at the 
high frequency side of the audible spectrum; and 
thus, audio steganography can exploit and use this 
type of frequencies to hide secret data without 
damaging the quality of the audio file or changing its 
size [12]. Audio steganography can be applied to 
many audio formats as au, wav, mp3, mp4 etc. 

 
Audio steganography: 
 
Cover signal + Target data = Stego signal 
(Transmitted) 

 
Cryptography in steganography: 
 
Cover signal + Encrypted data = Stego signal 
where, 

 
Message data + Encryption Key = Encrypted data 

 
2.1 Audio Steganography scheme should 

possess the following Characteristics  
 
2.1.1 Inaudibility of distortion:  
 
It evaluates the audible distortion due to signal 
modification like messages embedding or attacking 
[4].  

 
2.1.2 Robustness:  
It measures the ability of the embedded data to due to 
signal intention and unintentional attacks. 
Unintentional attacks generally include common data 
manipulations such as re-sampling, re-quantization. 
Intentional attacks include addition of noise, resizing 
etc [4]. 

2.1.3 Data rate (capacity):  
 
It refers to the amount of information that a data 
hiding scheme can successfully embedded 
without introducing perceptual distortion. In 
other words the bit rate of the message is the 
number of the embedded bits within a unit of 
time and is usually given in bits per second 
(bps). The maximum limit on the number of 
used LSBs for data embedding that do not cause 
audible distortion to the host audio signal 
restricts the amount of data for hiding purpose 
[7]. 

 

3. LSB Algorithm 

Least significant bit (LSB) coding is the simplest way 
to embed information in a digital audio file. The 
technique uses the fact that most of the information in 
a sample in any audio file is contained in the MSBs 
rather than LSBs. If one has to hide any speech signal 
inside a music file which is also called as “carrier”, it 
can be done by replacing consecutive LSBs in each 
sample of the carrier with the message bits. Such a bit 
replacement is very simple & safe [10]. In this 
technique, LSB of binary equivalent of each sample 
of digitized audio file is replaced with a binary 
equivalent secret message [2]. By substituting the 
least significant bit of each sampling point with a 
binary message, LSB coding allows for a large 
amount of data to be encoded. In LSB coding, the 
ideal data transmission rate is 1 kbps per kHz, 
however, the two least significant bits of a sample 
can also be replaced with two message bits. This not 
only increases the amount of data that can be encoded 
but also increases the amount of resulting noise in the 
audio file as well.  Figure 1 showing LSB coding 
method in which audio signal is divided into 8 bits 
per sample and its LSB bits are overwritten by one 
bit of the hidden data. 
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Fig. 1 LSB in 8 bits per sample signal is 

overwritten by one bit of the hidden data [9]. 
            
To extract a secret message from an LSB encoded 
sound file, the receiver needs access to the sequence 
of sample indices used in the embedding process. 
Normally, the length of the secret message to be 
encoded is smaller than the total number of samples 
in a sound file. One must decide then on how to 
choose the subset of samples that will contain the 
secret message and communicate that decision to the 
receiver.  
 

 
4. DES Algorithm 

The Data Encryption Standard (DES) was jointly 
developed in 1974 by IBM and the U.S. government 
to set a standard that everyone could use to securely 
communicate with each other. It takes a plaintext 
string as input and creates a ciphertext string of the 
same length. It uses a symmetric key, which means 
that the same key is used to convert ciphertext back 
into plaintext. It operates on blocks of 64 bits using a 
secret key that is 56 bits long. 
 
 
 
 

4.1 DES Algorithm [11] 

1. Fractioning of the text into 64-bit (8 octet) 
blocks; 

 

2. Initial permutation of blocks; 

 
3. Breakdown of the blocks into two parts: left and 

right, named L and R; 
 

4. Permutation and substitution steps repeated 16 
times (called rounds); 

 

5. Re-joining of the left and right parts then inverse 
initial permutation. 

 

Fig. 2 Showing steps of DES algorithm 

Encryption of a block of the message takes place in 
16 stages or rounds. From the input key, sixteen 56 
bit keys are generated, one for each round. In each 
round, eight so-called S-boxes are used. These S-
boxes are fixed in the specification of the standard. 
Using the S-boxes, groups of six bits are mapped to 
groups of four bits. 
The block of the message is divided into two halves. 
The right half is expanded from 32 to 48 bits using 
another fixed table. The result is combined with the 
sub-key for that round using the XOR operation. 
Using the S-boxes the 48 resulting bits are then 
transformed again to 32 bits, which are subsequently 
permutated again using yet another fixed table. This 
by now thoroughly shuffled right half is now 
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combined with the left half using the XOR operation. 
In the next round, this combination is used as the new 
left half [8]. 

5. Proposed Work: 

In this paper audio steganography is studied and it is 
combined with cryptography so that the security and 
robustness can be increased. In this proposed method 
modified lsb bit manipulation method is used for 
embedding the message in the audio file and the 
message is itself encrypted using the DES encryption 
method.   

 For embedding the text in audio file firstly both the 
text and and audio file are converted into binary 
equivalent and then text is encrypted using secret key 
cryptographic algorithm DES. The encrypted text is 
then embedded into the audio file at 14th, 15th and 16th 
bit using the lsb algorithm. A key random key is also 
generated and applied on the embedded file for extra 
security. 

At  the receiver side, embedded audio file must be 
selected to extract the message .After selecting the 
file key must be entered if the key entered matches 
with the key applied at the sender’s side then only the 
receiver will be able to extract the message. Now, 
LSB method is applied to extract the encrypted 
message and this message is decrypted using the DES 
algorithm. A comparison is made of PSNR and SNR 
values of the original audio file and the embedded 
file to indicate less noise intrusion. PSNR value also 
indicates the minimum transparency. 
 

6. Proposed Algorithm: 
 

6.1 Algorithm for embedding the text in audio 
file- 
 
Step 1: Enter audio file say A. 
Step 2: Select the text T. 
Step 3: Convert A and T into binary equivalent. 
Step 4: If (sizeof(T)) > (sizeof(A)) 
 then text cannot be embedded and exit 
            endif 
Step 5: Generate a random key using random      key 
generator 
Step 6: Convert T to cipher text say C using DES 
algorithm. 
Step 7: Break the A into block of 16 bit 
Step 8: Embed C into each block of A at 14th, 15th 
and 16th bit 

6.1.1 Flow Chart Embedding Algorithm 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

6.2 Algorithm for extracting the text 
from audio file- 

Step 1: Enter the stego audio file say S. 
Step 2: Enter the secret key Ki 
 If (Ki)== (originalkey) 
 goto step 3 
 else Key doesn’t match.     
Step 3: Convert S into block of 16 bit each 
Step 4: Extract the text from each block of S from 
14th, 15th, 16th bit say Et 
Step 5: Decrypt the Et using the DES algorithm 
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Step 6: Convert the binary equivalent into ASCII 
text. 
 

6.2.1 Flow Chart of Extraction 
Algorithm 

 
 
 
          

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

7. Simulation 

The proposed technique is simulated in matlab with 
data and audio files. The data is encrypted and then 

embedded in the audio file. By using this technique it 
is observed that there is no difference in the quality 
and the size of the audio file before and after the 
embedding. 

7.1 Simulation Parameters 

 

Audio Type Wav, au, mp3 
 Embedding 
Algorithm 

 LSB method 

No. of bits changed 14th, 15th and 16th 
 

Encryption Algorithm DES algorithm 
Simulation Tool Matlab 
Measurement 
Parameter 

PSNR, SNR and RMSE 

 

7.2 Experimental Results 

PSNR, SNR and RMSE values are calculated for 
different audio file embedding the same text and 
embedding the different text on same audio file. It is 
observed that these PSNR values are higher than the 
existing method.  

 

Table 1 PSNR, SNR and RMSE for different au 
format file with same text 

File 
Format- au 

Embedded Text-letsthemusicplay 

File Name PSNR SNR RMSE 

Audio1 42.2373 -7.1188e-005 .0190 

Audio2 46.0657 8.9038e-005 0.0134 

Audio3 50.6528 -2.8134e-005 0.0075 

Audio4 45.1952 -5.3967e-005 0.0139 

Audio5 44.3418 4.0041e-005 0.0160 

 

 

 

Enter the stego 
file S 

                                

Enter the secret key Ki 

If (ki)== 
(originalkey)  

Key doesn’t 
match 

Convert S into block 
of 16 bits 

Convert message into 
ASCII code 

Extract secret 
message from 14th, 

15th and 16th bit of S, 
say Et 

Decrypt Et using 
DES algorithm 
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Table 2 PSNR, SNR and RMSR values for 
different audio file embedded with same text. 

File 
Format-
waw 

Embedded Text-
Allwaysbehappy 

File Name PSNR SNR RMSE 
Audio1 39.7791 -9.1578e-004 0.0257 
Audio2 36.5840 -0.017 0.0350 
Audio3 36.6064 -0.0018 0.0367 
Audio4 36.0370 3.7657e-004 0.0364 
Audio5 38.6383 -0.0012 0.0293 
 

Table 3 PSNR, SNR and RMSR values for same 
audio file with different text 

Audio File-audio1  
Embedded 
Text 

PSNR SNR RMSE 

Allwaysbehapp
y 

51.8178 -1.8756e-005 0.0064 

Computerscienc
eengineering 

50.2855 -5.3924e-005 0.0078 

Steganographyc
rypto 

51.4960 -3.2823e-005 0.0067 

Terrioristsattack 50.9161 -2.8134e-005 0.0073 
Illegalaccess 51.0539 -3.0479e-005 0.0078 

 

 

Fig.3 Graph Showing Transparency upper graph 
shows original audio and lower shows stego audio 

8. Conclusion 

The proposed system is considered to be an efficient 
and secure method of hiding data in an audio file 
such that data can reach to the intended recipient in a 
secure and confidential manner. Cryptography is 
combined with audio steganography to make the 
proposed method more robust using DES algorithm. 
Data is embedded in the audio file using 14th, 15th and 
16th LSB bit method, the calculated value of PSNR is 
higher than the existing method and transparency is 
maximized as there is no difference in the graph of 
original audio file and stego audio file. This is also 
observed that the size and quality of the audio file is 
maintained even after the encryption and embedding. 
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